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ABSTRACT

Supervisory Control and Data Acquisition (SCADA)
systems are widely used in industry to manage systems
ranging from electricity networks to chemical plants.
However they are vulnerable to security breaches from
insiders (the people operating the system). In addition,
the increased complexity of the managed system may
result in unreliable and false feedback to the operator.
This paper describes a framework for automated trust
management and privilege re-allocation within the
monitoring system, based on the feedback about the
performance of the monitored system. The framework
uses an agent-based architecture for system monitoring,
together with Bayesian networks and workflows for
reasoning about the trust levels of different actorsin the
system.
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1. INTRODUCTION

Within most industries the usual management policy is to trust
operators by default and attempt to rectify problems when they
arise. However this is not ideal since insider attacks are often a
problem. A recent survey [7] reports that 48% of large
businesses blame their worst security incident on insider activity
— and the increased mobility of the workforce in deregulated
industries has only increased the probability of insider attacks
[14]. The same default trust policy applies to the management
system itself. Once it has been installed and tested, operators
generally trust what it says about their system and believe that it
has carried out the requested actions upon this system. Again,
this trust @n often be misplaced. For example, one of the
contributing factors to the recent U.S. blackout was the fact that
the operators were acting on the basis of information that wasin
some cases several hours out of date [18].

What is needed to address to these difficulties is a more
dynamic model of trust that can evaluate both the
trustworthiness of the operators and the system that they are
operating. This paper describes the research that we are
pursuing on aworkflow trust management architecture that uses
agents to gather information about the system and actuate
changes on it in response to beliefs about the trustworthiness of
the operators and their actions.

Workflows have been used in business for a number of yearsto
model the flow of information within an organisation and the
operations carried out on that information. In our research we
are applying workflows to monitor both normal and abnormal

flow of activities within an organisation and to build up a model
of the trustworthiness of the system and the operators using it,
independently of whether workflows are aready in place. Each
action within a workflow has certain consequences and one of
the aims of our work is to anticipate what will happen as the
result of each action on the system. Thisinformation is gathered
using an agent system that looks for anomalies as well as pre-
defined events. From this we can evaluate the trustworthiness of
actors, the trustworthiness of actions and the trustworthiness of
the system asawhole.

The methodol ogies that we are developing are applicable to any
complex system involving a number of actors and actions.
However, in the first instance our work is being applied to the
management of trust within electricity networks operated by
Supervisory Control and Data Acquisition (SCADA) systems
and this will be the main focus of this paper. The methodologies
described in this paper are being developed as part of the
SAFEGUARD project [17] and will be used to protect large
complex critical infrastructures such as electricity and
telecommunication networks.

2. SCADA SYSTEMS

In an electricity distribution network, information about the
physical network is gathered using a large number of sensors
attached to breakers, voltage meters and so on. Thisinformation
is passed on to remote terminal units (RTUs), which in turn pass
it on to concentrator devices placed in a wide area network. A
number of control centres also sit on this wide area network,
gathering and processing the data and sending out control

signals across the network back to the RTUs. These control

centres typically contain a local area network with machines
running databases and specialised software, such asthe SCADA
software, energy management systems and state estimators, and
these local networks often have connections to the corporate
network as well as software and hardware vendors.

In an electricity network the standard operations include
bringing generators in and out of service, adjusting the voltage
level and phase angle using reactors and capacitors, shedding
load and general maintenance tasks such as repairing or
replacing breskers and transformers. Each of these tasks
involves one or more human operators and alarge number of
functioning components. A diagram of a typical electricity
management network isshownin Fig. 1.
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Fig. 1. Electricity Management Network
3. WORKFLOW
3.1. Workflow Overview

Workflows are defined by the Workflow Management Coalition
as follows: “ The automation of a business process, in whole or
part, during which documents, information or tasks are passed
from one participant to another for action, according to a set of
procedura rules’ [9]. The advantage of workflows is that they
are very good at tracking a complex series of temporal events
and it is also easy to automatically carry out actions at different
points in them. It is for this reason that we have chosen to use
them to evaluate the trustworthiness of the operators and
management system.

3.2. Workflow Management System

Workflow management systems are usad to define manage and
execute workflows using software whose order of execution is
driven by a computer representation of the workflow logic [19].
In our research, the workflow management tool mainly plays
the role of executing and monitoring predefined workflows.
There are many workflow management tools available such as
Cosa [4] and OpenWFE [15]. We use the Bossa Workflow
System [1] because it has the following advantages:

1) Bossa uses an extended Petri net model which provides
an intuitive way of modelling workflows and a way to
verify workflow correctness [28]. Extended Petri nets
even allow users to model time and include a hierarchy of
workflow models.

2) Bossaisdesigned to be embedded and it is easy to define
and dynamically load workflows in Bossa.

3) Bossa is written in Java, which can be platform
independent.

4) Bossaislightweight and fast.

Bossa workflow system is integrated into the correlation agent,

which controls the start, execution and monitoring of each
workflow instance.

4. AGENT SYSTEM

The agent system dynamicaly monitors the operators and
system components within an electricity management network

in order to evaluate their performance. Operators who create a
large number of anomalies, perform unusua actions, or create

instability in the ystem will have their actions treated more

circumspectly. In addition problems within the system, such as
anomalous or out-of-date data or unreliable software, will be
identified. This information can be either passed to the operator

or automatically acted upon, in order to prevent or limit
inappropriate behaviour. The most important agents will now be
covered in more detail.

4.1. Hybrid Detector Agents

Hybrid detector agents (HDA) are effectively sensors that are
used to gather information about operators and their activity and
the behaviour of the system. Typicaly, their role does not
exceed passive monitoring, although some may perform certain
actions on the managed system, but only if explicitly permitted
by the action agent. HDA agents combine known information
with a dynamic model of the system’s normal behaviour. A
large number of different types of dedicated agents are placed in
the system to monitor many aspects of system activity:

1) Event course anomaly detector. This looks at the
sequences of events within the control centre and the
SCADA system. The sending and receiving of data and
control messages involves awhole sequence of taskswith
their own timing constraints. This agent builds up a model
of these sequences using case-based reasoning and
identifies anomalies.

2)  Keystroke anomaly detector. This examines the keystroke
patterns of the different operators. This has been shown to
be areliable biometric identification mechanism provided
the person is consistently using the same keyboard. [12].
Significant anomalies in an operator’s keyboard patterns
could indicate that someone elseis using their terminal or
password.

3) Datahybrid detector. This agent builds up amodel of the
normal data patterns being passed by the SCADA system
about the electricity network. Large deviations from this
model could indicate that a trusted operator is behaving
abnormally or that an inaccurate model of the electricity
network is being presented to the human operator.

4)  Network anomaly detector. This monitors the connections
between the machines and the traffic levels to identify
unusual patternsin the network.

4.2. Wrapper Agents

Anomaly information is extremely useful, but it needs to be
combined with other information in order to reach a definitive
conclusion. This is gathered from wrapper agents attached to
parts of the SCADA system that evaluate what control actions
each operator is attempting to do. There are also wrappers
attached to the intrusion detection system that provide
information about possible attacks on the system including
attempts to escalate privileges by trusted insiders.

4.3. Correlation and Action Agents

As mentioned before, the correlation agent contains the
embedded workflow system and is responsible for integrating
information from the different agents, reasoning about the state
of the network using Bayesian networks and firing transitions



within the workflow based on this reasoning. Some of these
transitions are used to control the action agent. In this way the
correlation and action agents work together to provide a quick
response that rectifies problems as they arise. The available
responses include adjusting the privilege level of, for example,
the human operators, or changing the system topology (e.g.
detaching of part of the network, or replacing a magjor switch).

The correlation passes tasks on to the action agent by issuing
attribute certificates [8] that specify the set of privileges and the
target object that an action agent needs to interact with. Dueto a
nature of the system, where instant and appropriate response is
essential, these certificates have a short validity period or are
single-use only. This alleviates the need to maintain Certificate
Revocation Lists (CRL) and improves the scalability of the
agent communication system. When in possession of a valid
certificate, action agents are permitted to perform tasks.

4.4. Man Machine Interface Agent

The Man Machine Interface (MMI) agent is used to manage the
agents and define the scope of their legitimate activity. It
represents the root authority in the local Privilege Management
Infrastructure (PMI) [3], responsible for setting the privilege
level of the correlation and action agents, as well as those of the
operators. As such, it can also modify the level of the privileges
that is granted to each of these entities, based on globa
observations of the system.

4.5. Functioning of the System

The generic architecture of the agent system and the system
being monitored is given in Fig. 2. Different hybrid detector
agents are positioned in the system based on the type of the
activity they are monitoring. Information from these is passed
on to the correlation agent, which makes an assessment of the
trustworthiness of actors, actions and the system components.
Based on this, the privileges of the operators or topology of the
system is modified over time by the action agent with the
authorisation of the administrator operating through the man
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5. DYNAMIC TRUST MANAGEMENT CASE
STYDY

The benefits of our approach will now be illustrated through a
transformer maintenance scenario taken from an electricity
network.

This scenario covers a situation in which an untrustworthy
operator makes a series of adjustments to the system that
progressively put it into an unstable state. In an electricity
network transformers are often oil cooled. If this cooling system
ceases to function properly then the transformer will overheat
when the load is high. For this reason, a repair engineer has the
ability to reduce the power rating of such atransformer pending
replacement or repair of the cooling system. This is done by
adding a constraint to the network data model that limits the
load through this tansformer to a value that is considerably
lower than the value when the transformer could be cooled. This
network data model is used by the electricity management
system to decide what control actions totake, and so if this
constraint is added when it is not in fact true, then it could be
used as a mechanism for a malicious attack. If the power rating
of several transformers is atered in this way, perhaps by a
person who does not normally do this kind of adjustment, then
this could force the operators to limit the flow of electricity
between sections of the network and incorrectly restrict the
control actions that they can make.

This scenario presents a double trust problem. Operators
incorrectly trust the maliciously adjusted transformer power
ratings and the system incorrectly trusts the malicious operator
who makes adjustments to the system. Our architecture deals
with these trust violations by tracking both the anomaly level of
the operators and the anomaly level of the actions carried out by
the operators on the system. This information is fed into a
workflow that is set up to track the progress of each transformer
maintenance operation and which checks for trust violations at
each stage of transformer maintenance. Fig. 3 shows the
workflow for trust management in transformer maintenance.
Smple Bayesian belief networks are constructed to control
work item routing at OR-split transitions of the workflow. In
this example, the Bayesian network B3 is used to evaluatethe
probability of the operator being ‘honest”. There are three
observables in the Bayesian network. Each observable
represents a factor that reflects an operator's honesty. If the
probability of the operator being honest is below a certain
threshold, for example 0.6, we rate the operator a nat
trustworthy. This Bayesian network controls the workflow
routing at three transitions:

1) At transition “ Change Settings in Database”. To begin
with this workflow will expect only certain members of the
repair work group to perform the maintenance actions ad
updates of the network data model. If the keystroke patterns of
the person who is updating the transformer database do not
match those of the operator who usualy carries out this
operation an impostor will be suspected and the correlation
agent can issue a certificate to the action agent instructing it to
restrict the privileges of the operator.

2) At transition “ Check Update Logs’. Checks on the
update logs to the network data model over the recent weeks
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Fig. 3. Workflow for trust management in transformer maintenance

will be used by the workflow to establish how many similar
actions any particular repair engineer performed. A operator
that has caused many abnormal adjustments to the system in the
recent past should be treated with suspicion

3) At transition “ Check Bisection”. The SCADA
wrapper agent will provide the correlation agent with
information about the degree to which the network has become
bisected by the transformer power rating adjustments. The
higher the risk of bisection, the lower the belief in the
trustworthiness of the engineer needs to be before taking action
to inspect the transformers or accelerate repairs. If the actions of
the repair engineer(s) cause increasing bisection of the system,
there will be reason to reduce the privileges of the engineer.

When the Bayesian network B3 is working out the operator’s
honesty, the threshold may change. This is because at certain
transitions, not all the observables will be observed. For

example, at transition “ Change Settings in Database’, only the
observable “ PassK eystrokeTest” will be observed, while at the
transition “ Check Bisection” all three observables will be

observed. So the threshold of the operator to be honest will vary
for each transition.

6. SIMULATION PLATFORM

To test our system we are currently building a simulation
platform as shown in Fig. 4 This uses a mixture of real and
simulated electricity management software to manage a
simulated electricity network. A number of trust breaching
scenarios are being defined and executed using an attack tool
developed by one of the partners. Our agent system uses the

¢l
Restrict Operator Privileges
Admin

methodol ogies outlined in this paper to identify the breaches of
trust within the normal operations of this network and respond
appropriately to them.

Load changing scripts alter the electricity network and normal
use scripts control the electricity network as it would be
controlled by an operator under normal circumstances. The tests
are controlled by an attack tool developed by one of our project
partners, which alters the properties of the operators or the
system. It is then the task of the correlation agent to adjust its
trust model in response to these changes in behaviour.
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7. RELATED WORK

A major influence in the development of our system has been
the work of Konstantin Knorr [11], who used Petri nets to
model the flow of confidential information within business
processes. A second related influence is the recent research that
has been carried out by Ning et. a [13] among others on
correlation in intrusion detection. The major problem in
intrusion detection at the moment is that a very large number of
alarms are generated by each attack, which have to be processed

manually by an operator in order to identify an underlying cause.

By modelling the stages of an attack it is possible to link alarge
number of alarms with the underlying activities of an attacker.
Agents have also been used in a number of intrusion detection
systems (see [2] and [9] for example) to detect and respond to
break-ins by external attackers. However the focus in this work
is on the mistakes and attacks of insiders and the
trustworthiness of the management system. The problem of
external attacks fits within our general approach, but it is not
our main focus. In addition, none of the current agent-based
intrusion detection systems have been applied to SCADA
systems and there has been no use of the Petri-net modelled
workflows and a Bayesian network correlation mechanism as
deployed in our system.

Although not the main focus of this paper, it isimportant to note
that in the proposed system, trust is supported through
controlled access based on the authorisation policies, as well as
certification-based trust. KeyNote [23] and Simple Public Key
Infrastructure (SPK1) [24] are examples of trust management
systems aiming to control security of distributed environments
by delegation of the permissions through the use of credentials.

8. CONCLUSIONS AND FUTURE WORK

This paper describes a framework for the automated trust
management based on agent architecture for system monitoring
and Bayesian Networks and workflows for reasoning about the
trust levels of different actorsin the system. Although motivated
by the application within the electricity networks operated by
SCADA, the framework presented can be easily extended to
cover any complex system involving a number of actors and
actions.

One such extension of this proposed framework would be
within the management system for the virtual collaborative
environments, developed in the EE department of QMUL [5],
[6]. In this system, dynamic formation and self-management of
the large groups of peer clients is supported via few security
manager nodes. Security perimeters of the collaborative groups
are supported by centralised definition and distributed
enforcement of security policies, achieving protection of the
group from outsiders as well as group members from each other
within the collaboration. However, one of the realistic concerns
is the clients' implicit trust in their security manager, and their
limited ability to protect themselves and the group from a
malicious manager. One item of further work is to apply the
proposed agent system to monitor the managers actions and
corresponding reactions within the collaboration environment,
and to evaluate them by the means of workflows and Bayesian
networks, in order to reduce vulnerability ‘hot-spots’ within the
system.

A second area that will be addressed by future work is the
security robustness of our architecture. Electricity management
networks are mission critical systems and mechanisms need to
be put in place to reduce the chances of an agent being
compromised together with the means to quickly detect and

repair security breaches in the agent system when they occur.
We plan to address these problems by applying the techniques
outlined in this paper to the interactions between the agents.
While our system is running, correlation agents will be in
contact with a number of action agents (and vice versa). Other
interactions also take place between the action and wrapper

agents at the time of authorisation enforcement. Feedback from
these interactions will be periodically collected by the MMI

agent and combined in order to assess the confidence in the
agents' performance. For this evaluation process, a number of
existing trust models (e.g. [25], [26], [27]) are currently under
the consideration.
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